m —■■ 

providing a plurality of inbound queues for the inbound port; 
receiving an inbound packet at the inbound port; 

classifying the inbound packet in a selected one of the plurality of inbound queues 
according to packet sorting criteria; 

storing the inbound packet in the selected one of the plurality of inbound queues; and 

determining when one of the plurality of inbound queues storing a plurality of packets is 
ready to be moved to an entry in an outbound queue associated with the outbound port, the 
outbound queue being capable of storing a multiplicity of inbound queues such that each of the 
multiplicity of inbound queues is stored in one of a plurality of entries in the outbound queue, 
each of the multiplicity of inbound queues storing a plurality of packets. 

2. The method as recited in claim 1, further including: 

asserting an interrupt when it is determined that one of the plurality of inbound queues is 
ready to be moved to an outbound queue. 

3. The method as recited in claim 1, wherein classifying the inbound packet includes: 
selecting inbound packet sorting criteria; 

obtaining packet sorting data for the inbound packet, the packet sorting data being 
associated with the packet sorting criteria; and 

sorting the inbound packet into one of the plurality of inbound queues according to the 
packet sorting data. 

4. The method as recited in claim 1, the selected one of the plurality of inbound queues 
corresponding to one of a plurality of outbound queues. 
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5. The method as recited in claim 1, wherein storing the inbound packet includes: 
obtaining an available packet buffer from a free pool of available packet buffers; 

placing the inbound packet in the packet buffer; and 
storing the packet buffer in the inbound queue. 

6. The method as recited in claim 1, wherein determining when one of the plurality of 
inbound queues is ready to be moved to an outbound queue includes: 

determining whether a number of packets in one of the plurality of inbound queues exceeds 
a maximum number of packets. 

7. The method as recited in claim 1, wherein determining when one of the plurality of 
inbound queues is ready to be moved to an outbound queue includes: 

determining whether a number of bytes in one of the plurality of inbound queues exceeds a 
maximum number of bytes. 

8. The method as recited in claim 1, wherein determining when one of the plurality of 
inbound queues is ready to be moved to an outbound queue further includes: 

determining whether a free pool of available memory has been depleted. 
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9. The method as recited in claim 1, wherein determining when one of the plurality of 
inbound queues is ready to be moved to an outbound queue further includes: 

determining whether a maximum time limit has been exceeded. 



10. (Twice Amended) A method for providing an outbound controller for a router, the 
router having an inbound port and an outbound port, a memory, and a CPU, the outbound 
controller being adapted for forwarding packets at the outbound port, the method comprising: 

providing an outbound queue associated with the outbound port and being capable of 
storing a plurality of inbound queues; 

receiving a notification to handle an inbound queue, the inbound queue storing a plurality 
of packets; and 

transferring the inbound queue storing a plurality of p ackets to the outbound queue 
associated with the outbound port such that the inbound queue storing a plurality of packets is 
stored in one of a plurality of entries in the outbound queue . 

11. The method as recited in claim 10, wherein receiving the notification includes: 
receiving a notification from the CPU to handle the inbound queue. 

12. The method as recited in claim 10, further including: 
transmitting packets stored in the outbound queue. 

13. The method as recited in claim 10, wherein transmitting packets includes: 
selectively discarding packets stored in the outbound queue. 
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14. The method as recited in claim 10, wherein transmitting packets stored in the outbound 
queue further includes: 

obtaining a next one of the plurality of inbound queues stored in the outbound queue; 

transmitting selected packets stored in the next one of the plurality of inbound queues; and 

releasing memory associated with the next one of the plurality of inbound queues. 

15. The method as recited in claim 14, wherein releasing the memory includes: 
storing the released memory in a free pool of available packet buffers. 



16. The method as recited in claim 14, wherein releasing the memory includes: 
forming a new inbound queue to be used by an inbound controller. 



17. The method as recited in claim 14, wherein releasing the memory includes: 

forming a queue to be used by the outbound controller during bi-directional operation. 



18. The method as recited in claim 10, wherein transferring the inbound queue to the outbound 
queue further includes: 

ascertaining a priority of the inbound queue; and 

transferring the inbound queue to the outbound queue according to the priority of the 
inbound queue. 
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19. (Once Amended) A method for forwarding a packet in a router, the router having a 
plurality of inbound ports and a plurality of outbound ports, a memory, and a CPU, the method 
comprising: 

providing a plurality of inbound queues for one of the plurality of inbound ports; 

providing a plurality of outbound queues, each one of the plurality of outbound queues 
corresponding to one of the plurality of outbound ports and being capable of storing a plurality of 
inbound queues; 

receiving an inbound packet at the one of the plurality of inbound ports; 

classifying the inbound packet in a selected one of the plurality of inbound queues 
according to packet sorting criteria; 

storing the inbound packet in the selected one of the plurality of inbound queues; 

repeating the steps of receiving, providing, classifying, and storing until an interrupt is 
asserted; and 

transferring one of the plurality of inbound queues storing a plurality of packets to one of 
the plurality of outbound queues corresponding to the packet sorting criteria when the interrupt is 
asserted such that the one of the plurality of inbound queues storing a plurality of packets is 
stored in one of a plurality of entries in the one of the plurality of outbound queues . 

20. (Twice Amended) An inbound controller for a router, the router having an inbound 
port and an outbound port, a memory, and a CPU, the inbound controller being adapted for 
receiving an inbound packet at the inbound port, comprising: 

a packet receiving module coupled to the inbound port, the packet receiving module being 
adapted for receiving an inbound packet; 

wherein the memory has stored therein: 

a plurality of inbound queues for the inbound port; 
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a classifier adapted for classifying the inbound packet in a selected one of the 
plurality of inbound queues according to packet sorting criteria; 

a packet storing module coupled to the classifier, the packet storing module being 
adapted for storing the inbound packet in the selected one of the plurality of inbound 
queues; and 

a module adapted for determining when one of the plurality of inbound queues is 
ready to be moved to an entry in an outbound queue associated with the outbound 
port, the outbound queue being capable of storing a multiplicity of inbound queues,, 
each of the multiplicity of inbound queues being stored in one of a plurality of entries 
in the outbound queue and storing a plurality of packets . 

21. The inbound controller as recited in claim 20, further including: 

a module adapted for providing the determined one of the plurality of inbound queues. 

22. The inbound controller as recited in claim 20, further including: 

a module adapted for asserting an interrupt when it is determined that one of the plurality 
of inbound queues is ready to be moved by the CPU to the outbound queue. 

23. The inbound controller as recited in claim 20, wherein the packet storing module includes: 

a memory obtaining module adapted for obtaining an available packet buffer from a free 
pool of available packet buffers; 

a module adapted for placing the inbound packet in the packet buffer; and 

a module adapted for storing the packet buffer in the inbound queue. 
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24. The inbound controller as recited in claim 20, wherein the module adapted for determining 
when one of the plurality of inbound queues is ready to be moved to an outbound queue 
includes: 

a module adapted for determining whether a number of packets in one of the plurality of 
inbound queues exceeds a maximum number of packets. 
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25. The inbound controller as recited in claim 20, wherein the module adapted for determining 
when one of the plurality of inbound queues is ready to be moved to an outbound queue 
includes: 

a module adapted for determining whether a number of bytes in one of the plurality of 
inbound queues exceeds a maximum number of bytes. 

26. The inbound controller as recited in claim 20, wherein the module adapted for determining 
when one of the plurality of inbound queues is ready to be moved to an outbound queue 
includes: 

a module adapted for determining whether a free pool of available memory has been 
depleted. 

27. The inbound controller as recited in claim 20, wherein the module adapted for determining 
when one of the plurality of inbound queues is ready to be moved to an outbound queue 
includes: 

a module adapted for determining whether a maximum time limit has been exceeded. 

28. (Twice Amended) An outbound controller for a router, the router having an inbound 
port and an outbound port, a memory, and a CPU, the outbound controller being adapted for 
forwarding packets at the outbound port, comprising: 

a module adapted for receiving a notification to handle an inbound queue associated with 
the inbound port, the inbound queue storing a plurality of packets; 

wherein at least one of the CPU and the memory are adapted for storing an outbound queue 
associated with the outbound port, the outbound queue being capable of storing a plurality of 
inbound queues in a plurality of entries in the outbound queue, each of the plurality of inbound 
queues storing a plurality of packets ; and 
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a queue transferring module adapted for transferring the inbound queue storing a plurality 
of packets to an entry in the outbound queue. 

29. The outbound controller as recited in claim 28, wherein the module adapted for receiving 
the notification includes a module adapted for receiving the notification from the CPU. 

30. The outbound controller as recited in claim 28, further including: 

a module adapted for transmitting packets stored in the outbound queue. 

31. The outbound controller as recited in claim 30, wherein the module adapted for 
transmitting packets includes: 

a module adapted for selectively discarding packets stored in the outbound queue. 

32. The outbound controller as recited in claim 30, wherein the module adapted for 
transmitting packets stored in the outbound queue includes: 

a module adapted for obtaining a next one of the plurality of inbound queues stored in the 
outbound queue; 

a packet transmission module adapted for transmitting selected packets stored in the next 
one of the plurality of inbound queues; and 

a memory releasing module adapted for releasing memory associated with the next one of 
the plurality of inbound queues. 

33. The outbound controller as recited in claim 32, wherein the memory releasing module 
includes: 
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a module adapted for storing the released memory in a free pool of available packet 
buffers. 

34. The outbound controller as recited in claim 32, wherein the released memory forms a new 
inbound queue to be used by an inbound controller. 

35. The outbound controller as recited in claim 32, wherein the released memory forms a queue 
to be used by the outbound controller during bi-directional operation. 

36. The outbound controller as recited in claim 28, wherein the queue transferring module is 
adapted for transferring the inbound queue to the outbound queue according to a priority of the 
inbound queue. 

37. (Once Amended) A router having a plurality of inbound ports and a plurality of 
outbound ports, a memory, and a CPU, comprising: 

an inbound controller coupled to one of the plurality of inbound ports, the inbound 
controller being adapted for receiving an inbound packet; 

wherein the memory has stored therein: 

a plurality of inbound queues for the one of the plurality of inbound ports , each one of the 
plurality of inbound queues being capable of storing a plurality of packets ; [and] 

a plurality of outbound queues, each one of the plurality of outbound queues corresponding 
to one of the plurality of outbound ports and being capable of storing a plurality of inbound 
queues in one of a plurality of entries in the one of the plurality of outbound queues ; and 

a classifier coupled to the inbound controller, the classifier being adapted for classifying 
the inbound packet in a selected one of the plurality of inbound queues according to packet 
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sorting criteria, the selected one of the plurality of inbound queues being associated with one of 
the plurality of outbound queues; 

wherein the inbound controller is adapted for storing the inbound packet in the selected one 
of the plurality of inbound queues. 

38. The router as recited in claim 37, further including: 

an outbound controller coupled to the inbound controller; 

wherein the inbound controller selects one of the plurality of inbound queues to be 
transferred to the outbound controller; 

wherein the outbound controller is adapted for storing the selected one of the plurality of 
inbound queues in one of the plurality of outbound queues associated with the packet sorting 
criteria and transmitting packets stored in the one of the plurality of outbound queues. 

39. The router as recited in claim 37, wherein the inbound controller further includes: 

a memory obtaining module coupled to the classifier, the memory obtaining module being 
adapted for obtaining memory for an inbound packet to permit the inbound packet to be stored in 
the selected one of the plurality of inbound queues in which the inbound packet is classified. 

40. The router as recited in claim 38, wherein the outbound controller further includes: 

a memory releasing module adapted for releasing selected packet buffers associated with 
packets stored in the one of the plurality of outbound queues. 

41. The router as recited in claim 40, wherein the memory further includes a free pool of 
available packet buffers and the memory releasing module is adapted for releasing the selected 
packet buffers into the free pool. 
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42. The router as recited in claim 38, wherein the outbound controller further includes: 

a memory releasing module adapted for providing a new inbound queue to the inbound 
controller to replace the selected one of the plurality of inbound queues. 

43. (Twice Amended) An encryption system, comprising: 

an inbound controller adapted for receiving an inbound packet; 

a classifier coupled to the inbound controller and adapted for classifying and storing the 
inbound packet in one of a plurality of inbound queues; 

an outbound controller adapted for receiving the one of the plurality of inbound queues, the 
one of the plurality of inbound queues storing a plurality of packets [queue]; and 

an encryption box coupled to the outbound controller, the encryption box being adapted for 
encrypting the one of the plurality of inbound queues [queue] to provide an encrypted inbound 
queue to the outbound controller for transmission. 

44. (Once Amended) The encryption system as recited in claim 43, wherein the 
outbound controller includes an outbound classifier adapted for classifying the encrypted 
inbound queue in one of a plurality of outbound queues associated with a plurality of outbound 
ports, the outbound controller adapted for transmitting data stored in the one of the plurality of 
outbound queues. 

45. The method as recited in claim 2, further comprising: 

when the interrupt is asserted, transferring the one of the plurality of inbound queues to 
the outbound queue or an outbound controller associated with the outbound queue. 
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46. The method as recited in claim 45, wherein transferring the one of the plurality of 
inbound queues to the outbound queue or an outbound controller associated with the outbound 
queue is performed by the CPU. 

47. The method as recited in claim 45, wherein transferring the one of the plurality of 
inbound queues to the outbound queue or an outbound controller associated with the outbound 
queue comprises: 

transferring the one of the plurality of inbound queues to an outbound queue 
corresponding to a priority associated with the one of the plurality of inbound queues. 

48. The method as recited in claim 45, wherein transferring the one of the plurality of 
inbound queues to the outbound queue or an outbound controller associated with the outbound 
queue comprises: 

transferring the one of the plurality of inbound queues to an outbound queue associated 
with the one of the plurality of inbound queues. 

49. The method as recited in claim 43, wherein the inbound queue stores therein a plurality of 
packets, and wherein the encryption box does not encrypt each of the plurality of packets. 

50. The method as recited in claim 43, wherein the encryption box is adapted for encrypting 
the inbound queue as an entity such that a single encryption step is performed. 

51. The method as recited in claim 10, wherein transferring the inbound queue to the outbound 
queue is performed by the CPU in response to an interrupt. 



CISCP054 



-14- 



m 



52. The method as recited in claim 1, wherein the outbound queue comprises a plurality of 
entries, each of the plurality of entries storing or identifying one of the multiplicity of inbound 
queues. 

53. (Once Amended) A computer-readable medium storing thereon computer-readable 
instructions for forwarding a packet in a router, the router having a plurality of inbound ports and 
a plurality of outbound ports, a memory, and a CPU, the method comprising: 

instructions for providing a plurality of inbound queues for one of the plurality of inbound 

ports; 

instructions for providing a plurality of outbound queues, each one of the plurality of 
outbound queues corresponding to one of the plurality of outbound ports and being capable of 
storing a plurality of inbound queues such that each of the plurality of inbound queues is stored 
in one of a plurality of entries in the one of the plurality of outbound queues ; 

instructions for receiving an inbound packet at the One of the plurality of inbound ports; 

instructions for classifying the inbound packet in a selected one of the plurality of inbound 
queues according to packet sorting criteria; 

instructions for storing the inbound packet in the selected one of the plurality of inbound 
queues; 

instructions for repeating the steps of receiving, providing, classifying, and storing until an 
interrupt is asserted; and 

instructions for transferring one of the plurality of inbound queues to one of the plurality of 
outbound queues corresponding to the packet sorting criteria when the interrupt is asserted such 
that the transferred one of the plurality of inbound queues is stored in one of a plurality of entries 
in the one of the plurality of outbound queues . 

54. (Once Amended) An apparatus for forwarding a packet in a router, the router having 
a plurality of inbound ports and a plurality of outbound ports, a memory, and a CPU, the method 
comprising: 
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means for providing a plurality of inbound queues for one of the plurality of inbound ports; 

means for providing a plurality of outbound queues, each one of the plurality of outbound 
queues corresponding to one of the plurality of outbound ports and being capable of storing a 
plurality of inbound queues such that each of the plurality of inbound queues is stored in one of a 
plurality of entries in the one of the plurality of outbound queues ; 

means for receiving an inbound packet at the one of the plurality of inbound ports; 

means for classifying the inbound packet in a selected one of the plurality of inbound 
queues according to packet sorting criteria; 

means for storing the inbound packet in the selected one of the plurality of inbound queues; 

means for repeating the steps of receiving, providing, classifying, and storing until an 
interrupt is asserted; and 

means for transferring one of the plurality of inbound queues to one of the plurality of 
outbound queues corresponding to the packet sorting criteria when the interrupt is asserte d such 
that the transferred one of the plurality of inbound queues is stored in one of a plurality of entries 
in the one of the plurality of outbound queues . 
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1. (T\Aice Amended) A method for providing an inbound controller for a router, the 
router having an inbound port and an outbound port, a memory, and a CPU, the inbound 
controller bei^g adapted for receiving an inbound packet at the inbound port, the method 
comprising: 

providing^ plurality of inbound queues for the inbound port; 
receiving an\nbound packet at the inbound port; 

classifying the\nbound packet in a selected one of the plurality of inbound queues 
according to packet sortmg criteria; 

storing the inbounc^packet in the selected one of the plurality of inbound queues; and 

determining when on& of the plurality of inbound queues storing a plurality of packets is 
ready to be moved to an entry \n an outbound queue associated with the outbound port, the 
outbound queue being capable of storing a multiplicity of inbound queues such that each of the 
multiplicity of inbound queues isWored in one of a plurality of entries in the outbound queue, 
each of the multiplicity of inbouncftqueues storing a plurality of packets. 



7 



The method as recited in claim 1, furtherjjtffniding: 



asserting an interrupt when it ^determined that one of the plurality of inbound queues is 
ready to be moved to an outbouiKKjueue. 



3. The method as recited in claim 1, wherein classifying the inbound packet includes: 
selecting inbound packet sorting criteria; 

obtaining packet sorting data for the inbound packet, the packet sorting data being 
associated with the packet sorting criteria; and 
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sorting the inbour 
packet sorting data. 



"fJacket into one of the plurality of inbound queues according to the 



The method as recited in claim 1, the selected one of the plurality of inbound queues 
correspondingyto one of a plurality of outbound queues. 



\^ The method as recited in claim 1, wherein storing the inbounj#packet includes: 




obtaining an available packet buffer from a free pool of available packet buffers; 
placing the inbound packet in the packet buffer; anc 



storing the packet buffer in the inbound queue. 



6. The method as recited in claim 1, wherein determining when one of the plurality of 
inbound queues is ready to be moved to an/outbound queue includes: 

determining whether a number ofypackets in one of the plurality of inbound queues exceeds 
a maximum number of packets. 



7. The method as recited in ^iaim 1, wherein determining when one of the plurality of 
inbound queues is ready to be' moved to an outbound queue includes: 

determining whether/a number of bytes in one of the plurality of inbound queues exceeds a 
maximum number of bytes. 



8. The method as recited in claim 1, wherein determining when one of the plurality of 
inbound queues is ready to be moved to an outbound queue further includes: 

determining whether a free pool of available memory has been depleted. 
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9. The method as recited in claim l > Atfnerein determining when one of the plurality of 
inbound queues is ready to be mptfed to an outbound queue further includes: 



determining whejh€r a maximum time limit has been exceeded. 

10. (Twice Amended) A method for providing an outbound controller for a router, the 
router having an inbound port and an outbound port, a memory, and a CPU, the outbound 
controller bfeing adapted for forwarding packets at the outbound port, the method comprising: 

providing an outbound queue associated with the outbound port and being capable of 
storing a plurality of inbound queues; 

receiving a notification to handle an inbound queue, the inbound queue storing a plurality 
of packets; and 

transferring the inbound queue storing a plurality of packets to the outbound queue 
associated with the outbound port such that the inbound queue storing a plurality of packets is 
stored in one of a plurality W entries in the outbound queue. 



The method as recited in claim 10, wherein reeling the notification includes: 
receiving a notification from the CPU toffiandle the inbound queue. 



12. The method as recited in ofaim 10, further including: 



transmitting packets/stored in the outbound queue. 



13. The method as recited in claim 10, wherein transmitting packets includes: 



selectively discarding packets stored in the outbound queue. 
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14. The method as recited in claim 10, wherein transmittinepackets stored in the outbound 
queue further includes: 

obtaining a next one of the plurality of inhefund queues stored in the outbound queue; 

transmitting selected packets stored the next one of the plurality of inbound queues; and 

releasing memory associated wfth the next one of the plurality of inbound queues. 

15. The method as reciteja in claim 14, wherein releasing the memory includes: 
storing the releasiwi memory in a free pool of available packet buffers. 

16. The method as recited in claim 14, wherein releasing the memory includes: 
formirtg a new inbound queue to be used by an inbound controller. 

17. /The method as recited in claim 14, wherein releasing the memory includes: 

/ forming a queue to be used by the outbound controller during bi-directional operation. 



18. Tha method as recited in claim 10, wherein transferring the inbound queue to the outbound 
queue further includes: 

ascertaining a priority of the inbound queue; and 

transferring the inbound queue to the outbound queue according to the priority of the 
inbound queue. \ 
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19. (Once Amended) A method for forwarding a packet in a router, the router having a 
plurality qf inbound ports and a plurality of outbound ports, a memory, and a CPU, the method 
comprising\ 

providing a plurality of inbound queues for one of the plurality of inbound ports; 

providing aplurality of outbound queues, each one of the plurality of outbound queues 
corresponding to one of the plurality of outbound ports and being capable of storing a plurality of 
inbound queues; \ 

receiving an inbound packet at the one of the plurality of inbound ports; 

classifying the inbound packet in a selected one of the plurality of inbound queues 
according to packet sortinAcriteria; 

storing the inbound packet in the selected one of the plurality of inbound queues; 

repeating the steps of receiving, providing, classifying, and storing until an interrupt is 
asserted; and \ 

transferring one of the plurality of inbound queues storing a plurality of packets to one of 
the plurality of outbound queues corresponding to the packet sorting criteria when the interrupt is 
asserted such that the one of the plurality of inbound queues storing a plurality of packets is 
stored in one of a plurality of entries in tire one of the plurality of outbound queues. 

20. (Twice Amended) An inbound controller for a router, the router having an inbound 
port and an outbound port, a memory, and a CPU, the inbound controller being adapted for 
receiving an inbound packet at the inbound port, comprising: 

a packet receiving module coupled to the inbound port, the packet receiving module being 
adapted for receiving an inbound packet; \ 

wherein the memory has stored therein: \ 

a plurality of inbound queues for the inbound port; 
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a classifier adapted for classifying the inbound packet in a selected one of the 
plurality of inbound queues according to packet sorting criteria; 

a packfet storing module coupled to the classifier, the packet storing module being 
adaptedAfor storing the inbound packet in the selected one of the plurality of inbound 
queues; aftd 

a module adapted for determining when one of the plurality of inbound queues is 
ready to be mbved to an entry in an outbound queue associated with the outbound 
port, the outbound queue being capable of storing a multiplicity of inbound queues, 
each of the multiplicity of inbound queues being stored in one of a plurality of entries 
in the outbound qu\ue and storing a plurality of packets. 




2Tf. The inbound controller as recited in claim 20, further including: 

a module adapted for providing the determined aire of the plurality of inbound queues. 



22. The inbound controller as recitedm claim 20, further including: 

a module adapted for asserti*(g an interrupt when it is determined that one of the plurality 
of inbound queues is ready tojos moved by the CPU to the outbound queue. 



23. The inbound cjemtroller as recited in claim 20, wherein the packet storing module includes: 

a memoryobtaining module adapted for obtaining an available packet buffer from a free 
pool of available packet buffers; 

a module adapted for placing the inbound packet in the packet buffer; and 

module adapted for storing the packet buffer in the inbound queue. 
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24. The inbound controller as recited in claim 20 y Avfierein the module adapted for determining 
when one of the plurality of inbound queue^ready to be moved to an outbound queue 
includes: 

a module adapted for determining whether a number of packets in one of the plurality of 
inbound queues exceeds^maximum number of packets. 
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. The inbound controller as recited in claim 20, wherein the module ad^pt^d for determining 
when one of the plurality of inbound queues is ready to be moved tp^n outbound queue 
includes: 

a module adapted for determining whether a nupartfer of bytes in one of the plurality of 
inbound queues exceeds a maximum number of b^tes. 



V 



26. The inbound controller as 
when one of the plurality of 
includes: 



recited in claim 20, wherein the module adapted for determining 
inbp6nd queues is ready to be moved to an outbound queue 



a module adaptedyfor determining whether a free pool of available memory has been 
depleted. 



27. The inbound controller as recited in claim 20, wherein the module adapted for determining 
when one^of the plurality of inbound queues is ready to be moved to an outbound queue 
includes: 



a module adapted for determining whether a maximum time limit has been exceeded. 



28. (Twice Amended) An outbound controller for a router, the router having an inbound 
port and an ^outbound port, a memory, and a CPU, the outbound controller being adapted for 
forwarding packets at the outbound port, comprising: 

a module adapted for receiving a notification to handle an inbound queue associated with 
the inbound port, the inbound queue storing a plurality of packets; 

wherein at leas\ one of the CPU and the memory are adapted for storing an outbound queue 
associated with the outbound port, the outbound queue being capable of storing a plurality of 
inbound queues in a plurality of entries in the outbound queue, each of the plurality of inbound 
queues storing a plurality Vf packets; and 
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^ ( aVjueue transferring module adapted for transferring the inbound queue storing a plurality 
of packets to an entry in the outbound queue. 



29. /The outbound controller as recited in claim 28, wherein the modute'adapted for receiving 
the notification includes a module adapted for receiving the notification from the CPU. 



30. The outbound controller as recited in claim 28, frfrther including: 

a module adapted for transmitting packets Stored in the outbound queue. 



31. The outbound controller as recite/fin claim 30, wherein the module adapted for 
transmitting packets includes: 

a module adapted for selectively discarding packets stored in the outbound queue. 



32. The outbound controller as recited in claim 30, wherein the module adapted for 
transmitting packets stored in the outbound queue includes: 

a module adapted for obtaining a next one of the plurality of inbound queues stored in the 
outbound queue;/ 

a packet/transmission module adapted for transmitting selected packets stored in the next 
one of the plurality of inbound queues; and 

a memory releasing module adapted for releasing memory associated with the next one of 
the plurality of inbound queues. 



33./ The outbound controller as recited in claim 32, wherein the memory releasing module 

includes: 

L 
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a module adapted for storing the released memory in a frpe^ool of available packet 
buffers. y< 

34. The outbound controller as recitedkfclaim 32, wherein the released memory forms a new 
inbound queue to be used by an inbotmd controller. 

35. The outbound conjroller as recited in claim 32, wherein the released memory forms a queue 
to be used by the oujtfound controller during bi-directional operation. 

36. Tnfe outbound controller as recited in claim 28, wherein the queue transferring module is 
adapted for transferring the inbound queue to the outbound queue according to a priority of the 
inbound queue. 

37. (Once Amended) A router having a plurality of inbound ports and a plurality of 
outbound ports, a memory, and a CPU, comprising: 

an inbound controller coupled to one of the plurality of inbound ports, the inbound 
controller being adaptedVor receiving an inbound packet; 

wherein the memory bas stored therein: 

a plurality of inbound queues for the one of the plurality of inbound ports, each one of the 
plurality of inbound queues beiW capable of storing a plurality of packets; 

a plurality of outbound queues, each one of the plurality of outbound queues corresponding 
to one of the plurality of outbound ports and being capable of storing a plurality of inbound 
queues in one of a plurality of entriesMn the one of the plurality of outbound queues; and 

a classifier coupled to the inbouno\controller, the classifier being adapted for classifying 
the inbound packet in a selected one of thk plurality of inbound queues according to packet 
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sorting criteria, the selected one of the plurality of inbound queues being associated with one of 
the plurality of outbound queues; 

wherein the inbound controller is adapted for storing the inbound packet in the selected one 
of the plurality of inbound queues. 




38. The router as reVited in claim 37, further including: 

an outbound controller coupled to the inbound controller; 

wherein the inboundVontroller selects one of the plurality of inbound queues to be 
transferred to the outbound controller; 

wherein the outbound compiler is adapted for storing the selected one of the plurality of 
inbound queues in one of the plurality of outbound queues associated with the packet sorting 
criteria and transmitting packets stored in the one of the plurality of outbound queues. 



The router as recited in claim 37, wherein the inbound contpefller further includes: 




a memory obtaining module coupled to the classjfi€r, the memory obtaining module being 
adapted for obtaining memory for an inbound papJfet to permit the inbound packet to be stored in 
the selected one of the plurality of inbound ^qtoeues in which the inbound packet is classified. 



40. The router as recited in cl&m 38, wherein the outbound controller further includes: 

a memory releasing / module adapted for releasing selected packet buffers associated with 
packets stored in thejeme of the plurality of outbound queues. 



41. The rojoter as recited in claim 40, wherein the memory further includes a free pool of 
available smcket buffers and the memory releasing module is adapted for releasing the selected 
packet puffers into the free pool. 
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42. The router as recited in claim 38>xWnerein the outbound controller further includes: 

a memory releasing mofkfjAc adapted for providing a new inbound queue to the inbound 
controller to replace th^elected one of the plurality of inbound queues. 



43 . (Twite Amended) 



An encryption system, comprising: 




an inboimd controller adapted for receiving an inbound packet; 

a classifieAoupled to the inbound controller and adapted for classifying and storing the 
inbound packet in One of a plurality of inbound queues; 

an outbound controller adapted for receiving the one of the plurality of inbound queues, the 
one of the plurality of inbound queues storing a plurality of packets; and 

an encryption box coupled to the outbound controller, the encryption box being adapted for 
encrypting the one of the plurality of inbound queues to provide an encrypted inbound queue to 
the outbound controller for transmission. 



44. (Once Amended) The en^ryptkjrLgystem as recited in claim 43, wherein the 
outbound controller includes an outboiitad alassiffer adapted for classifying the encrypted 
inbound queue in one of a plurality of oumg^nu queues associated with a plurality of outbound 
ports, the outbound controller adapted for transmitting data stored in the one of the plurality of 
outbound queues. 



7<, 




The method as recited in claim 2, further comprising: 



when the interrupt is asserted, transferring the one of the plurality of inbound queues to 
the outbound queue car an outbound controller associated with the outbound queue. 



CISCP054 



-28- 



46. Tfle method as recited in claim 45, wherein transferring the one of the plurality of 
inbound qufeues to the outbound queue or an outbound controller associated with the outbound 
queue is performed by the CPU. 




47. The method as recited in claim 45, wherein transferring the one of the plurality of 
inbound queues to tnfe outbound queue or an outbound controller associated with the outbound 
queue comprises: 

transferring the one of the plurality of inbound queues to an outbound queue 
corresponding to a priority\associated with the one of the plurality of inbound queues. 



48. The method as recited intelaim 45, wherein transferring the one of the plurality of 
inbound queues to the outbound cmeue or an outbound controller associated with the outbound 
queue 'comprises: 

transferring the one of the plurality of inbound queues to an outbound queue associated 
with the one of the plurality of inbound\meues. 




V 



0 



The method as recited in claim 43, wherejft-tfie inbound queue stores therein a plurality of 
packets, and wherein the encryption box de€s not encrypt each of the plurality of packets. 



50. The method as^dcited in claim 43, wherein the encryption box is adapted for encrypting 
the inbound queued an entity such that a single encryption step is performed. 



51. The method\as recited in claim 10, wherein transferring the inbound queue to the outbound 
queue is performedXby the CPU in response to an interrupt. 
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52. The^method as recited in claim 1, wherein the outbound queue comprises a plurality of 
entries, each of the plurality of entries storing or identifying one of the multiplicity of inbound 
queues. \ 



53. (Once Amended) A computer-readable medium storing thereon computer-readable 
instructions for forwarding a packet in a router, the router having a plurality of inbound ports and 
a plurality of outbound ports, a memory, and a CPU, the method comprising: 

instructionsVor providing a plurality of inbound queues for one of the plurality of inbound 
ports; \ 

instructions for Woviding a plurality of outbound queues, each one of the plurality of 
outbound queues corresponding to one of the plurality of outbound ports and being capable of 
storing a plurality of inbound queues such that each of the plurality of inbound queues is stored 
in one of a plurality of entries in the one of the plurality of outbound queues; 

instructions for receiving an inbound packet at the one of the plurality of inbound ports; 

instructions for classifying the inbound packet in a selected one of the plurality of inbound 
queues according to packet sorring criteria; 

instructions for storing the ifobound packet in the selected one of the plurality of inbound 
queues; \ 

instructions for repeating the steps of receiving, providing, classifying, and storing until an 
interrupt is asserted; and \ 

instructions for transferring one onthe plurality of inbound queues to one of the plurality of 
outbound queues corresponding to the packet sorting criteria when the interrupt is asserted such 
that the transferred one of the plurality of ikbound queues is stored in one of a plurality of entries 
in the one of the plurality of outbound queues. 

54. (Once Amended) An apparatus for forwarding a packet in a router, the router having 
a plurality of inbound ports and a plurality of outbound ports, a memory, and a CPU, the method 
comprising: \ 
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meanfe for providing a plurality of inbound queues for one of the plurality of inbound ports; 



means ror providing a plurality of outbound queues, each one of the plurality of outbound 
queues corresponding to one of the plurality of outbound ports and being capable of storing a 
plurality of inbound queues such that each of the plurality of inbound queues is stored in one of a 
plurality of entries m the one of the plurality of outbound queues; 

means for receiving an inbound packet at the one of the plurality of inbound ports; 

means for classifying the inbound packet in a selected one of the plurality of inbound 
queues according to packepsorting criteria; 

means for storing the inbound packet in the selected one of the plurality of inbound queues; 

means for repeating the step^ of receiving, providing, classifying, and storing until an 
interrupt is asserted; and 

means for transferring one of th^splurality of inbound queues to one of the plurality of 
outbound queues corresponding to the packet sorting criteria when the interrupt is asserted such 
that the transferred one of the plurality of rabound queues is stored in one of a plurality of entries 
in the one of the plurality of outbound queue 
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